For the citizens of the City of Colorado Springs, Colorado

2013 Office of the City Auditor
Annual Accomplishments

OF COLORADO SPRINGS
ADMNSTRATION BUILDING

Denny L. Nester, City Auditor
Date: April 7, 2014
To: President King, President Pro-Tem Bennett, City Council, and Citizens of Colorado Springs

Re: 2013 Accomplishments Report

The Office of the City Auditor accomplished much in 2013. For the first time in several years, we
were at full staffing for most of the year. We published 26 audit reports and completed several other
projects that did not result in a public report.

As we prepared for our first External Quality Control Review, the Office of the City Auditor completed
an internal assessment of our compliance with audit standards. | am please to inform you that we
did not identify any material deficiencies in our processes. The External Quality Control Review,
which was completed in early January 2014, confirmed that the Office of the City Auditor was in Full
Compliance with auditing standards. Like many organizations, we are constantly examining ways to
become more efficient and effective.

One major improvement implemented in 2013 was the addition of citizen members on the Audit
Committee. These citizen members volunteer their time to help ensure the highest quality audits are
conducted and audit resources are used wisely.

Respectfully submitted,

=

Denny Nester, MBA, CPA, CIA, CFE, CGAP, CGFM

v Audi
City Auditor Learn more at ColoradoSprings.gov/OCA

City Council’s Office of the City Auditor @ 107 North Nevada Ave., Suite 205, Colorado Springs, CO 80903
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Who decides
what needs to
be audited?

The Audit Plan and the Audit Committee

Generally, the Audit Plan is based on a risk
assessment of potential audits. Some audits
are included by mandate from City Code.
Others, however, are evaluated in response to
requests that might come from departmental
management, best management practice
recommendations, or from an individual citizen

§ with a question that merits further investigation.

Prioritizing and directing when audits happen
come from the work of the Audit Committee. In
2013, the committee included Council
Members Jan Martin and Merv Bennett,

Citizens Marvin Fiala, Bridget Toelle, and for a
short time Marvin Strait. City Auditor, Denny
Nester works closely with the Audit Committee
to develop the Audit Plan. The Audit Plan
describes which audits are in progress as well
as those scheduled to begin in the next year.
You can view the Annual Audit Plans at
ColoradoSprings.gov/OCA, then click on the
Audit Plan link.

4 volunteers on the
) ] audit committee

“..ensure
management
actions have
been effectively
implemented.”

City Council’s Office of the City Auditor

The mission of the Office of the City Auditor is
to provide City Council with an independent,

objective, and comprehensive auditing program
for operations of the City. Our auditing program

includes:

eEvaluating the adequacy of financial controls,
records, and operations

sEvaluating the effectiveness and efficiency of
organizational operations

eProviding Council, management, and
employees objective analysis, appraisals,
and recommendations for improving
systems and activities

The Office of the City Auditor is responsible for
auditing the systems used by the City of
Colorado Springs and its enterprises, including
Colorado Springs Utilities. We perform a variety
of audits for these entities, including financial
audits, performance audits, contract audits,
construction audits, and information system
audits. We also perform follow-up on a periodic
basis to monitor and ensure management
actions have been effectively implemented.

l :; professional auditors

The Police
Evidence Room
is audited for
efficiency and
accuracy.

Featured 2013 Audits

The Colorado Springs Police Evidence Audit
(report # 13-10) is exceptional for its use of
charts and graphs to clarify highly complex
data. The audit resulted in actionable
recommendations and important changes to
evidence storage and disposal procedures.

The Colorado Springs Utilities e-Commerce
Audit (report #13-23) reviewed the adequacy
and effectiveness of controls surrounding
several areas of e-Commerce activities with
Colorado Springs Utilities. We noted a
weakness in the monitoring of access to
physical check payment data containing

customer bank information. Our recom-
mendation helped increase the security related to
this type of Personally Identifiable Information
(PI).

The Colorado Springs Utilities Rate
Competitiveness Audit (report #13-17) verified
that rates had been accurately calculated for
comparison with other Utilities. We
recommended improvements to help ensure all
rate payer classes are considered in future
comparisons.

7 ® recommendations for
improving processes
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Taking care of business

The Office of the City Auditor is divided into three
groups: Financial, Performance, and Information
Technology. Below is a list of the audits completed by
each group in 2013.

Financial Group Audits: Utilities Rates Audits to
include—Electric Cost Adjustments, Gas Cost
Adjustments, Electric Rates, Gas Rates, Expansion
Tariffs, and the Drought Response Tariffs; City
Purchasing Cards; Pikes Peak—America’s Mountain
ARAMARK Contract Compliance; Utilities Billing;
Utilities Rate Competitiveness; City Investments; Utilities
Payroll; City Procurement; Utilities Annual Monitoring of
Executive Limitations 4-Asset Protection & 7-Financial
Condition and Activities at Utilities; Utilities Debt
Management; and Utilities Coal Purchases.

Performance Group Audits: Annual Follow-Up on
Prior Year Findings; Community Solar Gardens Pilot
Program and RFP Compliance; Monitoring the Southern
Delivery System Construction; Utilities Natural Gas

: COLORADO
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Hedging Program; Police Evidence Unit; and the Annual
Monitoring of Executive Limitation 11-Enterprise Risk
Management at Utilities.

Information Technology Audits: Utilities Maximo
Application; Utilities e-Commerce; City Database Security;
and Airport Network Review.

In addition to the audits that result in public reports, we
performed other projects that did not result in a report. For
example, we assisted the external financial auditors of both
the City and Colorado Springs Utilities. Our Information
Technology staff monitored the implementation of new
systems and system changes to help ensure adequate
controls were incorporated. We attended City Council,
Utilities Board, and other committee meetings to monitor
activities and provide assistance when appropriate.

6) 4®
2“) audit reports issued

Fraud hotline

The Office of the City Auditor operates a fraud
hotline inviting employees and the public to report
suspected fraud, waste, or abuse of City, Utilities,
or Airport resources. Waste and abuse can
include improper or misuse of authority, property,
equipment, or records; waste of public funds or
other irregularities. Fraudulent acts might include
misappropriation of funds, accepting or seeking
anything of material value from consultants,
contractors, or vendors, stealing City property,
disclosing confidential information to outside
parties, or profiteering as a result of insider
knowledge of City activities.

A Duty to Report (ADTR)

Anonymous online reporting at ColoradoSprings.gov/fraudreporting.

The telephone hotline’s caller ID has been disabled to allow for
anonymous reporting. 719-385-ADTR.

The hotline PO Box provides another way to anonymously report
fraud, waste and abuse. Address mail to:

Denny Nester, City Auditor

P.O. Box 2241

Colorado Springs, CO 80901

E-mail is not anonymous, but may be sent to:
CityAuditManagement@springsgov.com

2‘; referrals regarding suspected fraud
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Staffed for success

Denny Nester, MBA, CPA, CIA, CFE, CGAP, CGFM, City Auditor
Jacqueline Rowland, CPA, CFE, PMP, Assistant City Auditor
Janet DeGras, Notary Public, Administrative Technician

Sally Barber, CPA, CFE, Financial Audit Supervisor

Vickie Classen, CGAP, CPA, CIA, Performance Audit Supervisor
Dale Rickard, CISA, CDP, IS Audit Supervisor
Shawn Alessio, CFE, Auditor

Jennifer Carpenter. CPA, CFE, Auditor

Natalie Lovell, Auditor

Patricia Nashleanas, MBA, MSA, CPA, CIA, Auditor
William Patterson, Auditor

Robyn Shaw, CPA, CFE, Auditor
Mark Stidd, MSMI, CISA, IS Auditor

7 Certified Public Accountants
‘l‘ Advanced Degrees

‘; Certified Fraud Examiners

l Project Management Professional

2 Certified Information Systems Auditors

Peer reviews

Our audits are conducted in a manner that
conforms with the International Standards
for the Professional Practice of Internal
Auditing, a part of the Professional
Practices Framework promulgated by the
Institute of Internal Auditors (IIA). As a
means to verify this conformance, the
Association of Local Government Auditors
. coordinates peer reviews of government
audit offices. The Office of the City Auditor

participates in the reciprocal process
whenever practical. In 2013, Jacqueline
Rowland participated in a peer review of
the Internal Audit Office for Pinal County,
Arizona, and Sally Barber participated in
a peer review of the City of Sacramento,
California, City Auditor’s Office. Our
office was reviewed in early 2014. We
were found to be in Full Compliance with
IIA audit standards.

l r’v () + combined years of professional
¢ accounting and auditing experience

Contributing to professional organizations

| Most of the staff in the Office of the City

5 Auditor participated in one or more local
professional organizations, and some
served in leadership roles. Included among
them, Shawn Alessio, Robyn Shaw,
Jennifer Carpenter, and Patricia
Nashleanas served on the board of the
Association of Certified Fraud Examiners;
Jacqueline Rowland served on the board of
i the Colorado Springs Chapter of the
Institute of Internal Auditors and the
Mountain/Plains Intergovernmental Audit

Forum; Vickie Classen participated on
the Association of Local Government
Auditors Professional Issues
Committee; Sally Barber serves on the
board for the Colorado Springs Chapter
of Institute of Internal Auditors; Denny
Nester serves as Treasurer on the
board for Colorado Springs of Teen
Court. In 2013, Denny also served on
the national board for the Association of
Local Government Auditors.
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